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FIPSPUB 140-1

Federal Information
Processing Stam!a?’ds FWbllcfM16n

1994 4JElnw3ry 11

140-1

Announcing tlw ~tmdard for

SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES

Federal Intotmaiion Proccw.wngStandards RMcaOcms fFIPS PLIES) are Issued by the N8tlond i~ute of Standards and
Technologyf?41S~*W approvalby the Sewet8ryof Comrrwm purrwant to Swtion 11i@) & h Federd Properlyand Admuwstra-
trveServicesAcl of 1949as amended by W ComputerS8cwIty * & 19S7,PtJblk Law ICJG235

1. Name of Standard. Security Requirements for Cryptographic Modules (FIPS PUB 140-1).

2. Category of Standard Computer Security, Cryptcrgraphy.

3. Explanation. This standard specifies the security requirements that are to be satisfied by a crypto-
graphic module utilized within a security system protecting unclasifiad mforrnatbn within mmputer and
telecommunication systems (incfuding voice systems) The standard provides four increasing, qualitative
levels of security: Leve! 1, Level 2, Level 3, and Level 4 These levels are intended to cover the wide range
of potential applications and environments In which cryptographic modules may be employed. The secu -
rii requirements cover areas related to the secure des!gn and Impkrnentatfon of a cryptographic module.
These areas incfude basic design and documentation, module interfaces, authorized roles and services,
physical security, software security, operating system security, key management, cryptographic

algorithms, electromagnetic interfere nce/eiectromagnr?tic compatibilff (EM1/EMC), and self-testing, This
standard supersedes CPS 140, General Securfty Requkements for Equlprrwnt Using the Data !Encry@icm
Standard, in its entirety

..

4. Approving Authority. Secretary of Commerce

5. Maintenance Agency. Department of Commerce, National Institute of Standards and Technology,
Computer Systems Laboratory.

6. Cross Index.
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FIPS PUB 46-2, Data Encryption Standard

FIPS PUB 48, Guidelines on Evaluation of Techmques for Automated Personal Identification.

FIPS PUB 74, Wdelines tor Implementing and Using the NBS Data Encryption Standard.

FIPS PUB 81, DES Modes of C)peration.

FIPS PUB 33, Guideline of User Authentication Techniques for Computer Network Access

Control.

FIPS PUB 112, Password Usage.

FIPS PUB 1’13, Computer Data Aut.hentiion.

FIPS PUB 171, Key Management Using ANSI X9. 17.

FIPS PUB 180, Secure Hash Standard.

Special Publication 500.157, Smarf Card Technology” New Methods ~or Computer Access
Control

Special Pubhc=atmn 800-2, Public Key Cryptography.

Federal Inlcrrnatlon Resources Managerrwml Regulations (FIRM!?) subpart 201 20303,

Standards, and su&pirt 20139.1002, Federa~ Standards.



FtPSPUB 101

(~her NIST Dubli~tl~ns may be appll~b~e to th~ implemen~at!(>n and use of his standard, A lI~t (NIST

?ubkwticms List 91) of currently available computer security publicdons, including ordering in!orrnation,
can be obtained from NIST

7. Appllcablltty. This standard Is applicable to ENFederal agenclas that use cryptographic-based secu-
rity systems to protect unclassified information within computer and takoommunication systems (including
voice systems) that are not subject to Section 2315 of Title 10, U.S. Code, or Section 3502(2) of Title 44,
U.S. Code. This standard shafl tM used in designing, acquiring and Implementing cryptographic-based
securfty systems wfthtn mmputer and telecommunication systems (including voice systems), operated by
a Fedem! agency or by a contractor of a Federal agency or other organization that processes information
(using a computer or teiecommunic%ions system) on behaff of the Federal Government to accomplish a
Federal function, Federal agencies which use cryptographic-based securtty systems for protecting classi-

fied information may use those systems for protecting uncfas.sified information in lieu of systems that com-
ply with this standard Non-Fecfeml government organizations are encouraged to adopt and use this
standard when it provides the desired security for protecting valuable or sensitiie information.

8. Applications. Cryptographic-based security systems may be utNzed in various computer and
telecommmnkation (inct uding voice) applications (e,g., data storage, access control and personal identifi-
cation, radio, facsimile, video) and in various environments (e.g., centralized computer facilities, ofilce rm-
vironrnents, hostile environments). The cryptographic services (e.g., encryption, authentication, digital

signature, key management) provided by a cryptographic module will be based on many factors which are
specffic to the app-tication and environment. The .securfty level of a cryptographic module shall be chosen
to provide a Ieved of security appropriate for the security requirements of the application and environment
in which the module is to be utilized and the - a8mka.s which Zhamodule istoprovide. Thesacur@
requirements for a paticufar security level rnctude both the securityrequirements specific to that !evei and
the security requirements that apply to all modules regardless of the level. System characteristics not re-
lated to security (e.g., tal~mmuni@ions interoelify) are beyond the scope of this standard.

9. Specifications. Federal information Processing Standard (FIPS) 140-1, Security Requirements for
Cryptographic hfocwes (affixed). —

10. implementations. This standard covers implementations of cryptographic modules including, but
not limited to, hardware components or modules, software programs or modules, computer firmware, or
any combination thereof. Cryptographic modules that are validated by IWT, or that comply with the require-
ments of the FfPS 140-1 implementation and FIPS 140 acquisition schedules in Section 14 of the announce-

ment of thisetandard, will be omsider ad as complying with this ~’~. Information about the FIPS 1401
validation program can be obtained from the National Institute of SE ndards and Technology, Computer

Systems Laboratory, Gaithersburg, MD 20899.

11. FIPS Approved Security Methods. C~ptographic modules that comply with this standard shall em-
ploy myptogmphic algorithms, cryptographic key generation aigortthms and key distribution techniques,
and authentication techniques that have been FIPS approved for prwtactmg Federal Government unclassl-
hesf reformation. FIPS approved cryptographic algorithms, cryptographic key generation algrmthrns and key
distribution techniques, and authentication techniques include those that are either:

a. specified in a Federal Information Processing Standard (FIPS), or

b. adopted in a FIPS and specified either in an appendix to the FIPS or m a document referenced

by the FIPS.

If a cryptographic module is requmxf to incorporate a trusted operating system, then the module shall
ernrXoy trusted operating systems that hav~ been evatuated by a MST accredited evatuatlon authority and
against a FIPS approved evaluation criteria.

Information about approved cryptographic methods and approved operat!ng system evaluahon author-

ttles and criteria can be obtained from NIST

i?



FIPSPUB 14GI

12. tntwp~tntion. Resolution of questions regarding this standard will be provided by NIST. Questions
concerning the content and qxdfioations should be address-ad to: Director, Computer Systems bbora=
tory, ATTt4: Fli% 14&1 Interpretation, Nationa! institute of Wndarcfs and Technology, Gahhersburg, MD

20800.

13. Export Control. Cerlaln cryptographic devices and technical data regarding them am deemed to be
defense articies (i.e., inhererlty military in character) and are subject to Federal government expofl controis
as specified in Tiie 22, Code of Federai RaguWona, Parts 1WI 28. Some exports of cryptographic mod-

ules conforming to this standard and technical duta regarding them must cnrnply with these f%erai reg-
ulations and be iicensed by the U.S. Department of Sate. Other exports of cryptographic modules
conforming to tttk standard and technical data regarding them fall under the iioensing aU’thOdty of the

Bureau of Export Administration of the U.S. Department of Commerce. The Department of Commerce is
responsible for licensing cryptographic devices used for authentication, access controf, proprietary soft-
ware, automatic teller machines (ATMs), and oertain devioes used in other equipment and software, For
advice concerning which agency has iicensing authorhyfor a particularcryptographicdevice, PbSe
contact the respective agencies.

14, Irnpkrmentation ScWula. Figure 1 summarizes the implementation schedule for FEi 140-1. ‘The
#fective date of this standard w June 30, 1994.

From approval of FIPS 140-1 to its effective date, agencies may purchase equipment with FIPS 140-1

cryptographic modules that have been affirmed in writing from the manufacturer as complying with this
standard. From June 30, 1994 until six months after the establishment of the FIPS 14&l vakiation program
by NIST, agencies that have determined a - for equipment with cryptographic rncdules shall purchase
equipment wtth FIPS 14~1 cryptqaphlc modules that have been atiirmed in *g by the manufacturer
as complying with this starrdarc. A copy of the witten affirmation shall have been sent to the Director,
Computer Systems bborato~, National Institute of Standards and Technology, ~lthersburg, MD 20899.

——

APPROVALOF FIPS101
Janusv 11, !994

EFFECTIVEOATEOF FIPS14&l
w-la 30, 1094

ESTABLISHMENTOF FIPS 140-1
VALIDATIONPROGRAM

SIXMONTHSAFIFR
ESTABLISHMENTW F!PS140.1
VALKMTIONPROGRAM

ONE YEARLATER
(18 months atler estabkshment
@vakkron prey arm

Purchase products
with W’itten afbrmatmrl

trom vendm ol
~b
FIPS 140-1 (opt.)

PIJrchaseproducts 1
with written affrrrnation

trom vendor ot
conlorrn&—we10

FIPS 1401

P!Jrchaseproctucts
either eubrnittedto
or validated under

FIPS 1401
validation program

Purchaseproducts
altdated under FIPS 14& 1

vaiidatmnprogram

WKJFK

Figure 1 FIPS 140-1 /rnp/ernentat;on Schedule.
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FIPSPW 1401

For a one year period following the six months after tba sdabfishrnent of the FIPS 1@l validation
program, agencies sfwdl purcbmse efther equipment wtth vaHdated FIPS 140-1 ~ptographic modules, or
mqulpment whose cryptographic modules hswe been submiltad for FIPS 140-1 validation. After this period,
‘rely FIRS 140-1 validated c~pta~aphii MoAJ!as will be ccmsidered as rmeting the provisions of this
standard.

Figure 2 summarizes the schedule for acquisition of FIPS 140 compliant equipment. For up to three

years fohving June 30, 1994, equipment wfth qptographk modules comp&ing to FIPS 140, GenerEIl

SaCU~ Requirements for fEqulpment Using the Data Encryption Standard (forrnerty Federal Standard
1027), may be purchased in lieu of equipment with modules that cmmpfy wfth this standard. These modules

either shail have been endorsed by the NationaJ Securfty Agency (NSA) as compfyfng to Federal Standard
1027, or shaft be affirmed In wrftfrtg by the manufacturer as complying to FIPS 14C. NSA endorsed modules
shali have been endorsed prior to January 11, 1994. A Ilst of endorsed products (NSA Endorsed Data
Encryption Standard (DES) Products List) is available from the NSA, For modules affirmed by the manufact-
urer as comptyfng wfth FIPS 140, a copy of the written affirmation shall heve been sent by the manufacturer
to the Director of the Computer Systems Laboratory at NIST prior to June 30, 1994. A list of these modules
is available from NIST

Equipment purchased under the above conditions may continue to be used for the lifetime of the
$quipment without the need for further affirmation or validation for conformance tO thisstanck~

r I

APPROVALOF FIPS 1401 ➤
January 11, 1094

THREEYEARSAFTER ●
June 30, 19W
(June 30. 1997)

Purchaseproducts
whh either FS 1027

endcfsemmt tmrn NM
awuhwrmwl Rmmmtkm

tronl vendor @ior to
June 30, 1S94)of
CcNltcwnwlmto

FIPS 140

Rmaase procbcts
~urkr

FrPs 1401
valdakm program

+
FUTURE

L I

Figure 2, F/PS 740 Schedule for Acquisition of Va/tdafed Products.

15. ouallfications. The security requirements specified in this standard are based upon information
provided by many sources wfthin the Federal government and private industry. The requirements are de-

signed to protect against adversaries mounting cost-effectrve attacks orI unciasstied government or com-

mercial data (e. g., hackers, organized crime, economic competitors). The primary goal in cfestgning an
eifective security system is to make ?he cost o! any attack greater than the possible payoff.

While the security requirements specified in this standard are intended to maintain the security of a

m’yptographlc module, conformance to this standard does not guarantee that a particular module Is Secure
It K the responsibility of the manufacturer of a cryptographic module to build the module in a secure

manner

4



FIPSPUB101

Similarly, the use of a cryptographic module that cxmforma to this standard in an overall syswrn does
not guarantee the %?muri~ of the overall system, The rwponalb+e aulkwity in each agency shall aswm that
an overal system ,pmvldas an accephbie level of mcmtty,

Since a standw d of this nature must be ffexb~e eiwwgh to adapt to advancements and irmcwation$ m
scierrca and technology, this standard will be reviewed every 5 years in order to consider new CYrewsed
requirements that may be needed to meet technolo@al and economic changes.

16. Wahmr Procedure. Under certain exceptional ckmstmcas, the heads of Federal agencies may
approve waivers to Federal Information Processing Standards (FIPS). “The head of such agency may rede!-
egate such authority only to a senior official designated pursuant to Section 3506(b) of Trrle 44, U S, Code
Waivers shall be granted only when:

a. Compliance with a standard would adversely affect the accomplishment of the rnLssion of an oper-
ator of a Federal mmputer system, or

b. cause a major adverse financial /mpacf on the operator which w not oft set by Government-wide
savings

Agency heads may act upon a written waiver request containing the information detailed above
Agency heads may also act without a written waiver request when they determine that conditkxrs for meel-
ing the standard cannot be met. Agency heads may approve walverrs onfy by a written decbton which ex-
plains the basis on which the agency head made the required finding(s) A copy of each such decision, with
procurement sensitive or classified portions clearfy identified, shall be sent to: National Institute of Stan-

dards and Technology; ATTN FIPS Waiver Decisions, TechrroJogy Buiiding, Room B1 $$; Gaithersburg,
MD 20699.

In addibon, nottce of each werver granted and etmh delegation of wtfmlty to approve waivers shall be
sent promptly to the Commrttee on Government Operatiorw of the House of Representatives and the Corm
mfttea cm Govemrwmta! Aflaks of the SanatB and shalf be prMshad prorn~ tn the fd?ral Re@ster

When the determination cm a wawer applies to the procurement of equipment anrUor servfces, a notice
of the waiver determination must be published tn the Cornmaree 13ushess DaVy es a part of the notice of
sohcita.bon b offers of an acquisition or, if the waiver determination is made after tha! notice is published,
by amendment to such notice

A copy of the waiver, any supporting documents, the document approving the waiver and any support-
ing and accompanying documents, with such deletions as the agency is authorized and deddes to make
under Section 552(b) of Title 5 U S Code, shall be part of the procurement documentation and retained
by the agency

17. Where to obtain copies. Copies of this pubhcation are available for sale by the National Technical
Information Service, U S, Department of Commerce, Springfield, VA 22161. When ordering, refer to Federal
Information Processing Standards Publication 140-1 (H PSPlJB14G 1), and title. When microfiche is desired,

this should be specifrecf. Payment may be made by check, money order, credit card, or deposit account.
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1. OVERVIEW

This sban~Jard specifies the security reqIJirernents th~! are to be satisfied by a cryptographic module
tihhzed wtf%m a secwdy system @ecXirtg

.
~ information in Oomputw and Mmommunicaticm

systems (including vnice sy~t~i~s) that are not subject to Sec%on 2315 of Title 10, U.S. Code, or Section
3502(2) of “fit\e 44, [J.S Code Cryptographic modules conforming to this sta[ldard shall meet the applica-
ble security requirements described herein.

This standard was developed by a government and industry working group composed of both users
and vendors. The working group identified requirements for four secwfty levels for cryptographic modules
to provide for a wide spectrum of data sensitivity (e.g,, low veiue administrative data, million dollar funds
transfers, and life proteting data), and a diversity of applitilon environments (e.g., a guarded facility, an
office, and a completely unprotected iocation). Each security level offers an increase in secur’Ry over the
preceding level These four increasing levels of securfty will allow cost-effective solutions that are appropri-
ate for different degrees of data sensitivii and different applicatkm environments.

While the security requirements specified in this standard are intended to maintain the security of a
myptograpbic module, conformance to this standard does not guarantee that a particular module is secure.
It is the re.spcmsibilky of the manufacturer of a cryptographic module to mild the module in a secure
manner

Similarly, the use of a cryptographic moduie that conforms to this standard in an overall system does
not guarantee the security of the overall system. The security level of a cryptographic module shall be cho
sen to provide a level of security appropriate for the security requirements of the application and environ-
ment in which the module is to be utilized and the security seMces which the module is to provide. The
responsible authority in each agency or department shall assure that the agency or department’s computer

or telecommunication systems which utiiize a cryptographic module prowde an acceptable level of security
for the given application and environment,

NIST emphasmes the importance ot computer security awareness and of making information security
a management priority that IS communicated to all arnptoyees Since computer security requirements will
vary for different applications, organizations should identify their information resources and determine the
seneithd yioendpoknbalmp act dbsoa. Gmircis shoddbebaeod mtheptential rieksand AecAod
from available controls, including administrative poticies and procedures, physical and environmental con-
trois, information and data mntrofs, software development and acquisition controls, and backup and cow
tmgency planl ‘ng

NIST has de, eloped many of the needed basic contrcds to protect computer information, and has is-
sued standards and guidelines covering both management and technical approaches to mmputer security.
These mciude standards for cryptographic functions wtvch will be implemental in cryptographic modules
as specifred In this standard. This standard is expected to be the foundatmn for NIST’S current and future
cryptographic standards.

1.1 Security Level 1

Security Level 1 provides the iowest level of security. h specifies basic secur~ty requm?rnents for a cryp
tographic module (e.g., the encryption algorithm must be a FIPS approved aigorithm), but fl differs from the
higher levels in several respects No physcal securfty mechanisms are required in the module beyond the
requirement for production-grade equipment.

Examples of Level 1 systems include Integrated Clrcult (IQ cards and add-on security products. It is

commonly Ielt that K cards enhance the security of most systems. K cards may be used as a secure
storage medium when dis?ributmg cryptographic keys and may also implement cryptographic algorithms.

Many vendors produce personal comDluter (PC) encryption boards which will meet the Level 1 (requir-

ements NI.!U has validated the correct implementation of NIST cryptograpiw standards lr} srwwal IC cards
and encryption boards.



Level 1 allows software cryptographic functions to be pefformed in a general purpose personal corn-
F.:1.:lnr(PC). NIST believes that such implementations are often appropriate in low-level security applications.
“i’he implementation of PC cryptographic software may be more cust-effective than hardware-based n]echa -
~kms. Thk will cmakde agecxk to avoid k siLua&.icmthat exiat6 to&y whareby the thxiaion k of~en made nol
to c~ttqyaphimlly protect data because hardware is considered too expensive.

1.2 Security Level 2

Securfty Level 2 improves the physical securfty of a Securfty Level 1 cryptographic module by adding
the requirement for tamper evident coatings or seek, or for pick-resistant locks. Tamper evident coatings
or seals, which are available today, would be placed on a cryptographic module so that the coating or seal
would have to be broken in order to attain physical access to the pieintext cryptographic keys and other
critical security parameters within the module, Pick-resistant locks would be placed on covers or doors to
protect against unauthorized physical access. These requirements provide a low cost means for physical
security and avoid the cost of the higher level of protection invotving hard opaque coatings or significantly
more expensive tamper detection and zeroization circuitry,

!_evel 2 provkks for ~basad autbntidmn m which a module must stuthentfcete that a~ operator
!s authorized to assume a specific role and perform 8 C0M3spOnding set of semces.

Level 2 aiso aflows software cryptography In mutti-user tfmesharad systems when used in conjunction
with a C2 or equivalent trusted operating system. The ratings C2, B1 and B2 ratings are in accordance with
the TCSEC (see Appendix C). Many security experts feel U@ a trusted operating system is needed in order
for sottware cryptography to be implemented with a level of trust oornparable to hardware cryptography.
This enables mutti-usar dmeshar ad systems to imp&rrwnt cry @ogr@ic functions in software when this
level of security k cost effective.

1.3 Security Level 3

Security Level 3 requires enhanced physical security which k generally available in many existing com-

mercial secuhty products. Unlike Security Level 2 which ern~ focks to protect against tampering with -
a cryptographic module, or employs coatings or seals to detect when tampering has occurred, Level 3

~kop-tho~h~

7
~io-8ocwdypnm0tom twdd within tt’w rncduia. h

For exarnpte, a mutti-chtp embedded modute must be cxmtainecf in a strong enclosure, and if a cover k
removed wadooriscprmed,the criticai secudtypmmatam are zefoized. As another example, 8 module
must be enclosed in a hard, opaque potting material to deter access to the contents.

Level 3 provides for identity-based authentication, which is stronger than the role based-authentication
used in bvel 2. A module must authenticate the identity of an operator and verify that the identified operator

IS authorized to assume a specific role and perform a correspondkrg set of senrfoes.

Level 3 provides stronger requirements for entering and outputting critical securi!y parameters The
,~a~aports used for critl~ SeCUri~ ~rameters must be physically separated from other data ports Further-

more, the parameters must either be entered into or output from the module in encrypted form (in which

case they may travel through enciosing or intervening systems) or be directly entered into or output from
the module (wfthout passing through enclosing or intervening systems) using split knowledge procedures.

w
*

Level 3 allows software cryptography in mutti-user timeshared systems when a B 1 or equivalent trusted
operating system is employed along with a trusted path for the entry and output of critical security param%
Iers, A B1 or better trusted operating system with a trusted path would have the capability to protect cryp-
tographic software and critical security parameters horn other untrusted software that may run on the

system. %ch a system could preVenl pklnteKt h’Om King mixed with ctphenext, and it could prevent the
Unintentional transmission of plairrtext keys.
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1.4 %curhy Level 4

—.

Sec@ty Level 4 provides ihe highest Ievs! of sacurtty, Nthough most existing products do not meet
W level of security some products are cmmnerclafty available which meet many of the Level 4 require-
mtmts, lmml 4 physical security provfdes an envelope of protection around the cryptographic module.
Whereas the tamper detection circuits of lower Wet modules may be bypassed, the intent of Level 4 pro-

tection is to detect a penetration of the device from any direction. For example, if one attempts to cut
through the enclosure of the cryptographic module, the attempt should be detected end all criticaI security

parameters should be zeroized. Level 4 devices are particutarty useful for operation in a physkelly unpro-
tected environment where an intruder could possibty tamper wfth the device.

Level 4 also protects a module against a compromise of tts security due to environmental conditions
or fluctuations outside of the module’s normal operating ranges for voltage and temperature Intentional
excursions beyond the normal operating ranges could be used to thwart a module’s defense during an
attack. A moduie is required to either include speciaf emdronrnantaf protection features designed to detect
fluctuations and zeroize critical security parameters, or to undergo rigorous environmental failure testing

that provides a reasonable assurance that the module wfll not be affected by fluctuations outside of the
normal operating range in a manner that can compromise the security of the module

Level 4 allows software cryptography in multhuser timeshared systems when a B2 or equivalent trusted
oparatmg sys{em IS employed A W?trusted qwatmg system provides additional assurances of the correct
operahon of the security features of the operating system

2. DEFIWTK)NS AND ACRONYMS

2.1 Definitions

The ~ cHmbcms areus8dtho@mut this etlm&Hd.

A@omafed key distribution: the cfistrib~on of cryptographic keys, usuafiy m encrypted form, using
electronic means. such as a computer network (e g., down-line key loading, the automated key distri-
bution protocols of ANSI X9.17’).

Compromise: the unauthorized di.sciosure, rnocfifkatbn, substitutbn or use of sensitive data (includ-
ing piaintext cryptographic keys and other critical security parameters).

Confident~a/ity: the property that sensitive reformation is not discbsed to unauthorized individuals,
entities or processes

ContnY information: information that is entered into a c~ptographic module for the purposes of
directing the operation of the module.

Critical security parameters: security-related information (e.g., c~ptographic keys, authentmation

data such as passwords and PINs) appearing in piaintexf or otherwise unprotected form and whose
disclosure or modifmation can compromise the security of a c~ptographic module or the sewrity of
the reformation protected by the rnoduie.

Cryptographic boundary: an explicitly defined contiguous perimeter that establishes the physical

bounds of a c~ptographic module

Cryptographic key (key) a parameter used in conjunction with a cryptographic algorithm Ihaf deter

mines.

“ ?he transformation of plaintexf data into ciphertext data,

I the transformation of ciphertext data into plainlext data,
. a ~:gltal signature computed from data,

9
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c the verificahon of a digital signature computed from data, or

● a data authentication code (DAC) computed from data,

Cryptographic key ccwporwd (key owponent): a parameter which is combined wa a bit-wise
exchJsive-OR operation with one or more other ldenticaf!y sized key component(s) to form a plaintext
cryptographic key.

C@ogmphic nwdde: the set of hardware, software, firmware, or some combination thereof that
implements cryptographic bgic or processes, inctuding cryptographic algorithms, and IS contained
within the cryptographic boundary of the module,

Cq@ogmphic rnodu~e security poh’cy: a precise specification of the security rules under which a
cryptographic module must operate, including the security rules derived from the requirements of this
standard and the additional security rules imposed by the rnainufacturer.

Data twfhenticzdion code (DAC): a cryptographic checksum, based on DES (see FIPS PUB 113); also
known as a Message Authentication Code [W) in ANSI standards,

Data key: a cryptographic key which is used to cryptographically process data (e.g., encrypt, decrypt,
sign, authenticate),

Data path: the physical or logical route over which data passes; a physical data path may be shared
by muttipie logical data paths.

Digital signature: a nonforgeabk transformation of date that allows the proof of the source (wtth non-
repudiation) and the verification of the integrity of that data.

Ektromq/m&ic wrnpelibddy (WC): tha ekdiiy of ~~b-ernfi~w
environments without sutfering an unacceptable degradation of the periorrnance as a result of uninten-
tional ektrornagnetic radiation or response.

Electromagnetic interference (EM) electromagnebc phenomena which either directly or mdmdly
can contribute to a degradation in the performance of an electronic system.

Errvwonmantd fai/ure protection (H+’): the use of teatures designed to protect against a compromise

of the security of a cryptographic module due to environmental concMions or fluctuations outside of the
module’s normal operating range.

Environmental failure tesiing (EF7): the use of testing to provide a reasonable assurance that a ctyp
tographic module will not be affected by environmental conditions or fluctuations outside of the modu-
le’s normal operating range m a manner that can comprormse the security of the rnocltde

Electronic key entry. the entry of cryptographic keys into a cryptographic module in electronic form
using a key loading device. The user entering the key may have no knowledge of the value of the key
being entered.

Encrypted key (ciphertext key): a cryptographic key that has been encrypted with a key encrypting
key, a PIN or a password in order to disguise the mtue of the underlying plaintexf key

Error detection code (EDC): a code computed from data and comprised of redundant bits of informs
tion designed to detect, but not correct, unintentional changes m the data.

finite state machine (FSM): a mathematical model of a sequential machine which IS cornpr~sed of a

finite set of Sates, a finite set of inputs, a finite set of outputs, a mapping !rom the sets oi mpu[s and
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Natos Into the set of states (i.e., state transitions), and a mapping from the sets of inputs and states
-WYOfhe set of c@uts (i e,, an output function)

,WS apgmwrxf Stmmlty mefhod: a wxrnty ma~hod (e ,g., crypt~raphic aigwithm, cryptographic key
gerwr’ation algorithm m key distribution technique, authentication technique, or evaluation criteria) that
is Wrer a) speciiled M a HPS, or b) adopted in a FtP.S md specMed either in an appendix to the FIPS
or in a document referenced by the HPS

Firmwmr : the programs and data (i.e., software) permanently stored in hardware (e.g., in ROM,
PROM, or EPROM) such that the programs and data cannot be dynamically written or modified during
execution. Programs and data stored in EEPROM we considered as software

Hardwara: the physical equipment used to process programs and data in a cryptographic module.

initialization vector (~. a vector used in defining the starting point of an encryption process within
a cryptograph~c algorithm (e.g., the C)ES Chpher Wock Chaining (CBC) mode of operation).

h~t@ty: the properly that sensitive data has not been modified or deleted in an unauthorized and
undetected manner,

krterfacr?: a logical section of a cryptographic rndule that defines a set of entry or exit points that
provide access tc~the module, Including informatmn ffow or physical access,

Input data: Morrnation that IS entered into a cryptographic module for the purpoees of trartskmnetw
m computation,

K&y errcrypthg key: a cryptographic key that IS used for the encryption or decryption of other keys.

Key loader. a self-contained untt which is capable of storing at hst one plaintexl or encrypted cryp
mgraphw key or key component which can be transtermdr upon request, into a cryptographic module.

Key mwagemat: the activities involving the hancflin~ of cryptographic keys and other related secu-
rity parameters (e.g., fVs, counters) during the entire Ofe cycle of the keys, inchding thetr generation,
storage, distribution, entry and use, deletion or destruction, and archiving

hfmud key distribution: the distribution of cryptographic keys, often in a plaintext term requiring
physical pmtechon, but using a rronelectronic means, such as a bonded courier.

Manual &ey entry o the entry of cryptographic keys into a cryptographic rnodu}e from a printed form,
using devices such as buttons, thumb wheels m a keyboard.

A4crwode: the elementary computer instructions that correspond to an executable program ir?struc.
Mm,

Operator: an individual accessing a cryptographic module, either directly or indirectly via a process
operating on his or her behaff, regardless of the specific role the individual assumes.

Oufpu? data” mfm-mation that is to be output f’rorn a cryptographic module that has resulted trorn H

transformation or computation m the module

Password a stnrrg of characters used io authenticate an identity or to verlti access authorization.

Pmscmal lderr(~f(ca(ion Number (PIN). a 4 b 12 character alphanumeric COCIPor password used to

authentmate an @enhty commonly used m Danking applicahons.
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/-%y.shxd protection: the safeguarding of a cryp!okraphic modula ~r of cryptoflI ,.IphK keys or c)?hsr
ci; ” ~~i security prumneters using physical means.

PIN. see Personal ldentihcation 14urnba.

P/airr{exl key: an unencrypted cryptographic key which is used in its current form.

Port: a functional unit of a cryptographic module through which data or signals can enter or exitthe
module. Physkalty separate pork do not share the same physical pin or wire.

Private key: a cryptographic key used with a pubiic key cryptographic algorithm, uniquely associated
with an entity, and not made public.

Public key: a cryptographic key used with a public key cryptographic algorithm, uniquely associated
with an entity, and which may be made pubiic,

PIJMC key cerWcate - a set of data that unambiguously Mentifles an entity, contains the entity’s public
key, and is digitally signed by B trusted party.

Public- key (asymmeW’c) crypfogmphlc algorithm: a ciyptograplwc algorithm that uses two related

keys, a pubhi key and a private key; the two keys have the property that, given the public key, it is

computationally infeasible to derive the private key.

.Secn?f key: a cryptographic key used with a secret key cryptographic algorithm, uniquely associated
wfth one or more entfties, and which shall not be made pubiic. The use of the term “secret” in this
context does not imply a classification ievel, rather the term impiies the need to protect the key from
disclosure or substitution.

Secret key @yrrwnef.rlc) crypfvgraphlc algortbm: a cryptographic algorfthm that uses a single, secret
key tor both cmayption and deqptbn.

Security policy: see Cryptographic Module Security Policy.

Software: the progmms, and possibly associated data that can be dynamically written and modified

Spiit knowledge: a condition under which two or more entrhes separately have key components
which individuaffy convey no knowledge of the piaintexf key which will be produced when the key comp-
onents are combined in the cryptographic module.

status Wormati”on : information that is output horn a cryptographic module for the purposes of mdtcat-
lng certan operational characteristks or states of the module.

System software: the special software (eg., operating system. compilers m utility programs) de-
signed tor e specific computer system or family of cmmputer systems to facliltate the operation and
maintenance of the computer system, programs, and data.

Trusfed path: a mechanism by which a person or process can communicate directly with a crypto-

graphy module and which can only be ecthmted by the person, process or modu!e, and cannot be
imitated by untrusted software within the rnodde.

—

i!

ZeroizMion: a method of erasing eiectronicalty stored data by altering the contents of the data storage
so .9s to prevent me recovery of the data.
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ANSI

ATM

CBC

DAC

DES

mc

DOD

EDC

EFF’

En

EMC

EMI

EPROM

-ROM

Fcc

FIPS

FIPS PUB

FSM

Ic

IEEE

[s0

rTsEc

IV

LCD

LED

MAc

NBS

NIST

~iimerl~al~ N:I{~~}(lal S?andar(!s >(i>tkd~

Automated Teller !vlachine

Cipher Block Chaining

Data Authentication Code

Data Encryption Standard

Department ot Commerce

Department of Defense

Error Detechon Code

Environmental Fadure Protection

Erwironrnentai Failure Testing

.EIectromagnetic Compatibility

Electromagnetic interference

Erasable Programmable Read-Only Memory

Electronidfy-Eresable programmable Read-Only Nkmwry

Federal Commun~cahons Commissmn

Federal lnformat]on Processing Standard

FIPS Publication

Finite State Machine

Integrated Circuit

Institute of Electrical md Electronics Engineers

International Organization for Standardization

Information “Technology Security Evaluation Crtti?ria

initialization Vector

Liquid Crystal Display

bght Emittmg Diode

Message Autkwnkabon Code

National Bureau t~f Standards

National Irwhtl @ of Standards and Technolclgy (fownerly ?tis National Burea., of

Standards)
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NSA Nationa! Security A~~~~i.~

W Personal Computer

P!N Personal Mentflcattcm Number

PROM Programmable Read-Only Memory

RAM Random Ac@ss Memory

ROM Read-Only Memory

TCB Trusted Computing Base

TCSEC Trusted Computer System Evaluation Criteria

3. FUNCTIONAL SECURl~ OBJECTIVES

The security requirements specified in this standard relate to the secure design and implementation
of a cryptographic module. The requirements are derived from the following high-level functional s~rity
objectives for a cryptographic module:

– To protect a cryptographic module from unauthorized operations w use.

– To prevent the unauthorized disclosure of the nonpublic contents of the cryptographic module,
including plamtexf cryptographic keys and other critical security parameters.

- To prevent the unauthorized and undetected modification of the cryptographic module, including
the unauthorized modification, substitution, insertion, and deletion of cryptographic keys and other
critical security parameters,

- To employ FIPS approved security methods for the protedlon of unclassified information

- To provide indications of the operational state of the cryptographic module

– To ensure the proper operation of the cryptographic module,

- To detect errors in the operation of the cryptogr~tc module and to prevent the compromise of
sensitive data and critical security parameters as a result of those wors.

●

4 SECURllV REQUIREMENTS

This section specifies the security requirements that shall be satisfied by cryptographic modules con-
forming to this s~ndard, The security requirements ~ver areas relatect to the design and implementation

of a cryptographic module. These areas include basic design and documentation, module interfaces,
authorized roles and serwces, physical security, softvvare securtty, operating system securfty, key manage-
ment, cryptographic algorithms, electromagnetic mterterencdekctromagn~c compatibility (EM1/EMC),
and self -testing. Table 1 summarizes the security requirements in each of these areas.

A cryptographic module shall be tested against the requirements of each area addressed in this sec-
hon, ‘The module shall be moepenc%ntly rated m eacm area %veral areas pmwda for trroreasmg bvels of

security, with cumulative security requirements for each security level. In these areas, the module shall
receive a rating that reflects the maximum security level tor which the module fulfills all of the rwuirements

of that area. tn areas that do not prowde tor different levels of secun~, the module shall recewe a rahng that
reflects fulfillment Of all of the recwirernents for that area

IT
ii
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in adrli!lon to receiwng independent ratings for each of the security areas, a c~ptographic mochle shall

also receive an overall rating. The overall rating shall indicate (1) the minimum of the independent m~.mgs
r~ceiv@ k-r the areas with levels, and {2) fulfillment of al! the requirt?mrmts in the othor areas.

Many of the security requirements of this standard include specific documentation requirements
Thesa requirements are summarized m Appendix A. The FIPS 140-1 validation procedures may require

additional documentation. All documentation shall be provided to the validation facility by the manufacturer
cd a cryptographic module. Requirements for user documentation are beyond the smpe of this standard,
however, copies of the user and installation manuals for a cryptographic module shall also be provided to
the validation facility.

Table 1. Summary of Securi?y Flequkemerm

SacurrtyLevel f SecurrryLed 2 &l@my L-l 3 Sacu@ Level 4
1

Cryptr) Specificationof cryptographicmodule and cryptography boundary. Oewiptii of rxyptographicmodule
Module indudmg all hardware,software and firmwarecomponents Stafernerrlof module smu~ policy

—
Module Requiredrmd o@m.al intdacM SPecWaWrnof M Oataporls forcdWal _paramelers
}nlertsrcea mlertacesad d all Inkw-naldata paths. ~~Wtiorn*r*Ports.

Roles & Logcal separationof Role-- operator tdarwty-baaacloperator
Services required and o@onrN aunlemteaml ~.

roles and S9tVkeS

FmrteState Specifmtrcmof fmrtestab rnachmemodel. Requrmdstates and optmnal states. State trmsibon diagram
Machine and specifrcahonof state translfii

Ptlysrd Productiongrade Locksortarnp8f Tarnpw daacbon em! Tamper demdon
.%rcurrty aqulprmmt, ~torooWc - ~~

i
anti doors. envelo~.

EFP/EF_l No raquirarnerrts. T~ *
-.

somNsmsl Sp@lcaon otaorlware daaIgn. RWasotrware High-!avd ~ Formal modal. Prr+
seCwity !0 finite state machine model. knplamentation, and poaf-mndltkms

operating Exacutabtecode ConfrdM ~ bbew prowclbrl
system

Struchud protection
Aum+3ntlcaled. SrncJe pmtaalorl (C2 or (B1 or ecrlxv.).Trusded “ @2 of alauiv.).

Security user, .smr#eProcess equiv ), cmnrnunr@ons path
f

Key W’S approvedgeneration/dkfdbutionW&m@es Entry/exifof keys in encrypied tam or
Management direct entry/exitwith split knowledge procedures.

t

1Cryptic
Algonthrns

I EM1/EMC

i

FIPSappro~ cryptographicalgorithmsfm protecting unckrssiriedinformation.

FCC Part 15,Subparl J, ClassA FCC Pail 15 Subpafi J Class B
(Businessuse) A@catMe FCCruquiremerrts (Homa Ue4.)
(for Voice)

Se!!Tests Pow-e-m Wrfs and COrrdtfmne!Wsts I
.= J-—-
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4.? Cryptogr@tk MOCMOS

A uyptogmphlc inodule shell be a set of hardvwa, sottwera, firmware, or some combination tt’mrecrf,
that lmp!ernents cryptographic logic or processes. A cryptogqphlc bouncfary shall be an expticiUy defined

mntigwus perimeter that establishes the physical bounds of the cryptographic moduie. If a cryptographic
module contains software or firmware, the cryptographic boundary shall be defined such that it conteins the
processor which executes the code. Parts of a cryptographic module can be excluded from the requirs+
ments of this standard if it can ba shown that these parts do not aftect he security of the module.

This standard allows three different physical configurahons of a cryptographic module: single-chip
modules, rnutti-chip embedded modules, and mutti-chip standalone modules (see Ssction 4.5).

Documentation shall identify the hardwere, software and firmware components of a cryptographic mod-
ule, specify the cryptographic txwndary surrounding these components, and describe the physical config-
uration of the rnoduie. The documentation shall include a Mock diagram depicting ali of the major hardware
components of the module and their interconnections, inducf;ng any microprocessors, input/outpuf buffers,
plaintexthiphertext buffers, control buffers, key stora~, working memory, end program memory. The
documentation shafl afso indbte eny hardware, scdtware or fkrnware components of a module that are
exckded from the security requirements of tits stwdard, and axpiah the retionaie for the exclusion.

Duwrnmtation ahdl also cornpietety apeciiy the ayptographio module aewrity policy, i.e., the seourhy
rules under which a module must operate. in particular, the sewrity @@ shafl include the security rules
derived from the security requirements of this standard and the security rules derived from any additional
security requirements imposed by the manufacturer.

4.2 Module Interfaces

A cryptographic module shall be designed to resbict all information flow and physical access to a cryp
tographic module to iogicel interlaces that define al entry and exit points to and from the module. 7%s
mode interfaces shall be kr.gicefty distinct from each other, atthough they may physically share one pxt
(e.g., input data and output data may enter and exit via Ute same port), or may be physica!ty distributed over
one or more ports (e.g., input data may enter via both a serial and a parallel port),

A cryptographic module shall have the following four logicel interfaces (“input” and “output” are indi-
cated from the perspective of the module):

Data Input Interface. All data (except data entered via the control input interface) that is to be input

to and prooessed by a module, (including pleintext data, ciphertext data, cryptographic keys and other
key management data, wthen~on data, and status informatbn from another module), shafl enter
via the “data input” interface.

Data C)utput Interface. All data (except data output via the status output interface) that is to be output
from a module, ~nciudlng platrttext data, ciphertext data, cryptographic keys and other key manage-

ment data, authentication data, and control information for another module), shall exit via the “data
output” interface. Ail data output via the data output interface shall be inhibited whenever an error state
exists and during self-tests

Control Input tntetiaoe, All input commands, signals, and data (inciuding manual controls such as

switches, buttons, and keyboards) used to control the opertion of a module shall enter via the “control
Input” interface.

sffms Ourpuf M?*CI5 Ait wtput sfgrmts, mchcatom, and twrta (mciudmg status codes and phywcai
!ndicators such as iights, LEDs, buzzers, bells, and dispiays) used to indicate or dispiay the status O(
8 module shall exit via the “status output” interface.

For Security Levels 1 and 2, the aata input and output port or ports used for cryptographic keys,
a(i!hentication data, and other critical swurity parameters may be shared W@hothw ports of thP mOd\Jle
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For Seer.wtty Leve!s 3 and 4, the data input and output port or ports used tor plalntrwt cryptogmphlc
key components, piaint~ti authentication data, and other unprotected crhlcal securtty pammeters shall be
ph@cdly separated fro) n all other ports cd the module. Furthermore, these ports shall allow for direct sntry
of pla!ntext cfyptograptw key components, pkdnterxt authmticatw n data, and other unpmtackd Cmc81

smwity parameters, as required in %ctlon 4.8.3.

A cryptographic module optionally may inchde h following interfaces:

Power Meriace. A/iexternal ekmtrkal power shall enter or exit via the “power Intetiace .“’ The power
interface is not required when all power Is provided or maintained internally to the cryptographic
module

Maintenance Access Infeflace. Any data, control and statm information used to maintain, service or
repair a module shall enter and exit via the “maintenance access interface. ” All physicai access paths,
including removable covers or doors, used to gain physical access to the contents of a moduie, shall
be defined as part of the “maintenance access” interface.

Any removable covers m doors defined as part of the maintenance access interface shall be safe
guarded using tbe appropriate physi~ s~urity mechanisms, as specified in %Ction 4.5. AH access

to the maintenance access interface, including physical modifications to the contents of the module,
shall be restricted to the authorized maintenance role as spedfied in !5edon 4.3.1. All plaintext secret
and private keys, and other criticat security parameters contained in the module shall be zeroized when
accessing the maintenance interface.

Documentation shall inchxie 8 complete specification of the interfaces of a cryptographic module,
including any physical or logical ports, physical covers or doors, manual or logical controls, physical or
!ogicd status indicators, and their physical, iogical, or decthcd characteristics. If a cryptographic module
includes a maintenance access interface, then chcumentatkm shall inctude a complete specification of the
set of authorized maintenance procedures for the module,

All physical and iogcal input and output data paths within the module shatl be explicttty defined /4!1
input data entering the module via the “data input” interface shatl only pass through the input data path.
Alloutput dataexiting thermdu+eviathe “dataou@t’’l nter’facea haflpassltwoughthe 0UtpUtd8tS@.
In order to prevent the hwjvertent output of sensithra tnfomatbn, two independent internat actions shall
be required in order to output data via any output }nterface through whicil plaintext myptographic keys or

other critiadaecwi ty-emorwmlti vedataoc ddbeoutput. Theoutput datapalh shaUbelc@cally
disconnected from the circukry and processes prforrntng key generation, manual key entry or key zeroiza-
tion, Documentation shall include a complete spectflcatbn of the defined input and output data paths

.

4,3 Roles and Services

A c~ptographtc module shall be designed to support authorized roles and the corresponding servrces
that can be performed within those roles. If B module can suppori multiple concurrent operators, then the
module shall mterna}ly maintain the separation of the roles and services performed by each operator.

Furthermore, depending on the security level, a cryptographic module may be required to employ access
control mechanisms to authenticate an operator accessing the module (either dkec’tiy or lndirectty via a
computer process acting on his or her behatf) and to verify that the operator is authorized to perform the

desired roles and to pertorm the dewed services within that role.

4.3.1 $loles

A, cryptographic rnoduie shall support the following authorized roles:

User Rcde: The role assumed by an authorized user obtaining security services, performmg crypto-
graphic operations, or otner authorized funchons.
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Crypto OHicwr Roie: The roie assumed by an authorized crypto officer performing a set of crypto-
graphic M&dization or management functions (e.g., cryptographic key and parameter entry, crypto-
graphic kay cataloging, audit functions, alarm resetting).

If a cryptographic module includes a maintenance access tntertace as specified in section 4.2, then
the module shell also support the maintenance role.

Mah?tenarrce Ro/e: The role assumed by an authorized maintenance person accessing the mainte-
nance access interface and/or performing specific maintenance tests and obtaining interim results in
order to maintain, service or repair the module. A cryptographic module shall clear all plaintext secret
and private keys and other critical security parameters when entering the maintenance role. A crypto-
graphic module shall clear all maintenance keys and other criical security parameters when exiting the
maintenance role.

A module may support other roies or sub-robs in addition to the rckm specified above. Documentation
shall provide a complete specification of al) of the authorized robs supported by the module.

4.3,2 Servtces

Services s!AI rater to ail of the services, operations or functions that car be performed by a crypto
graphic module. service hpufs shall consist d all date or ocmtrd inputs to the module that initiate or obtain
specific servkes, operations, or functions. Service oufpu?s shaft mrtsist of all data and status outputs that
resu~ ~Om se~~es, Operations Or ~nctjo~s Intiiatgd w O&iti by S- inputs. Each service shall result

in a semice output

A cryptographic module shall, at a minimum, provide the following services:

Show status. Output the cument status of the module.

Se/f-tests. Initiate and run the self-tests as spdf%d in %ction 4.11

A cryptographic module may optionally provide the following service:

Bypess. Aotivateudeedmta ahfp-~~~ afapfwtdedwthoutcrypb
graphic processing (e.g., transferring plaintext through the module). If a cryptographic module impb
ments a bypass capability, then (1) in order to prevent the kmdvwtent bypass of data due to a single
failure, two independent internal actions shall be u@mmtad toactiva@ the bypascapaMty, and
(2) the current status of the module (e.g., the response to a “Show Status” servioe request) shall
indicate whether or not the bypass capability is acthrated,

Documentation shall provide a complete specification of each of the authorized services, operations,
and functions that can be performed by the module. l% each service, the service inputs, corresponding
serwce outputs, end the authorized role (or set of rob@ m whch the serwoe can be performed, shall be
specified. Specific services may be performed in more than one rde (e.g., key entry may be performed in
the user role, the crypto officer role, and the maintenance role).

4.3.3 Oparator Authenticawxl

For Security Levels 2, 3 and 4, a cryptographic module shall perform either role-based authentication
or identity-based authentication of the operator accessing the module (either directly or indirectly via a com-

puter process acting on his or her behalf) in oroer to verify that the operator is authorized to perform desired

ro!es and services,

Roie-Based Authentication. A cryptographic module shall authenticate that the operator is authorized
10 assume a specific role (or set of roles). The module shall require that the operator either ~mpiicitly or
explicitly select one or more roles, and the module shall authenticate that the operator IS authorized to

assume the seleded roles and to request the correspondmq servtces Th~ module IS rml requmx! to

?8
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authenticate the indwidual Identity of each operator. The selection of roles and Ihe authentication of the
m]thorizaticm to perform those roles may be combined (e.g., a physical key may both indicate one o! more
Io!es and verify the authorization ?Operform those roles). A module may permii an operator to change roles,

but tne tide SI%II authenti~~la the authorization of the qxw.tor to aaaurns any role that was rmt previ-
ously authenticated

/dentily-Based Authentjcatjon: A cryptographic module shafl authenticate the identity of an operator
and verify that the identified operator is authorized to assume a spadfk role (or set of roles). The module
shall require that the operator be individually identified and that the specffted Identtty be authenticated. The
module shall require that the operator either implicitly or explicttfy sated one or more roles, and, based on
the authenticated idenUty, verffy that the operator is authorized to assume the sekted roles and to request
the corresponding services. The authentication of the identity of the operator, selectlon of roles, and veri-
fication of the authorization to assume those roles may be combined {e.g., an IC card may both identify,
authenticate and authorize the operator to assume specific roles). A module may permit an operator to
change roles without m-authenticating the identify of the operator, but the mcdule shall verify the authoriza-
tion of the authenticated operator to assume the new role.

A cryptographic module may permit an operator to perform all of the swvicee a.bved within an autW
nzed role, or may require separate authorizations for each service or for different sets of sewices. When a

module is powered up after being powered off (e.g., power tailwe) or after repair or servicing, the results
of previous authentications shall not be retained, {.e,, the module shall re-authentkate the authorization of
Ihe operator to assume a desired role,

A module may implement any of a variety of authentication mechanisms, including, but not limited to,
knowledge or possession of e password, PIN, cryptogra~c key w equivalent, possasQon of a physicaf
key, token, or equivalent, or verification of persona[ characteristics (i.e., biometrics).

Services that are used to imtiaiize the access control information needed to implement the access con-
iml mechanisms required herein, may require speciaf treatment. % example, the fht timethataCryptO
officer attempts to access a mcdule, the module may not contin the authentication and authorization infor-

mation required to authenticate the identity of the crypto officer and to verify his or her authorization to
assume the crypto officer role, [n these czEes, other means (such as procedural controls, or factory-set or
&rt&Mdt Ruther?ticetton and authorization information) may be u8ed to mntrd ~ to the moduie.

SECURITY LEVEL 1

For security Level 1, a cryptographic module is not required to employ authentication mechanisms to
control mess to the module. A module uptionaliy may employ either rok-based of denldy-besed authen-
tication mechanisms in order to verify the authorization of the operator to assume the desired roles and to
request corresponding services,

.SECURilY LEVEL 2

For Security Level 2, a cryptographic module shall employ either role-based authenkahon mecha-
nisms or identity-based mechanisms m order to verify the authorization of the operator to assume the de-
sired roles and to request corresponding serwces.

SEcLIRITY LEVELS 3 AND 4

For Security Levels 3 and 4, a c~ptographlc module shall employ identity-based authentication mech-
amsrns in order to verify the authonzahon O( the operator to assume the desired roles and !D request cm
responding servtces. Furthermore, plaintext authentication data (e g., passwords and PINs), plamtext

cryptogrephtc key components, and other unp~otected crit~cai security parameters shall be entered wa a

Dort or ports that are physuxll y separated horn other ports, and that aliow for direct entry {as required m
Section 4.2).



FIPSPUB 1401

4.4 Finite State Machine Mtxkd

AU cryptographic modules shaJl be designed using a finite state machrre model that explicitly SP+IMSS

svtmj opsmtkmal and arror state of tha rnodub.

A cryptographic module shall be designed using the following types of states:

Power M/ofl states. States for pri~, ~ or backup power. These states may distinguish
betwaen power appHed to dffferent portiorts of a module.

Oypto ol’ker states. Sbtes in which the crypto officer functions are performed (e.g., ~ptographic
initialization and key management functions).

Key entry states. States for entering cryptographic keys and other critkal security parameters into the
module, and for chacldng their validtty,

User senfice states. States In which authorized users obtain security services, perform cryptographic
opemtions, or perfwn other auttmrizad user functions,

Self-tesf states. States for performing self-tests on the module (see section 4.11),

Error states, States when the module has encountered an error (e.g., failed a self-test, attempting to
encrypt while missing operational keys or other mitical security parameters, or cryptographic errors).
Error states may inctude “herd” emrs which Mica@ an equipment malfunction and which may
require rneifthmance, servioe or repair of the mociuk, or error states may inctude reCcnK?raMe “soft”
errors which may require initialization or resetting of the module.

All data output via the data output interface shall be Inhibited during all error states. All error states shall
be able to be reset to an acceptable operational or initialization state except for those hard errors which
require maintenance, service or repair of the modube.

A cryptographic module may contain other types of states including the following:

Un-in/tja/hed states. States in which no operational security parameters are loaded into the module,

/d/e states. Stake in which the module is pcAentie#y operational, but is not currently providing SeQF

@ se~~ or Ptiing ayptogmphic functions. Cryptographic keys and securfty parameters are
loaded, and the mocfuie is waithg for data or control inputs.

Safety states. States in which the module is not currently operational, but cryptographic keys and
parameters are loaded, These states are used to protect the module from unauthorized use during the
temporary absence of the operator The safety states shall requfre an exphcit authenticated action to
return to a user/crypto service state These states are
Federal Standard 1027.

Bypass states. States for providing serwces vvlthout
plaintext through the module).

equwalent [o the “standby” mode of former

cryptographic processing (e.g , Wansterring

Maintenance states. States tor maintaining and servrcing a rnoduie, mcludmg maintenance testing,
If a cryptographic module includes a maintenance access mteriace (see Section 4.2), then the rnodute

s%!! tnctude rnatnterwmce states

All states of a cryptographic module shall be exDlicttly defined in sufficient detail to assure the verifka-
tion of the conformance of the module to this standard Documentation shall identify and describe all states
of the module and shall describe all o! the corresponding state transitions The descriptions of the state

●
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transihm-,s shall include Vt8 Internal rnoaule conditions, data inpUtS and control inputs that Cause transitions
from oils Mate to another, and shall irmlufle the internal module mnditicms, data outputs and status outputs
resulting ffcrrr transihon. kofn one staie @ another, Documentation shal[ a!.so include finite state dtagrams

in .suffmie~it oetaii to ass~fg the verificatio,~ of conform am? to this standard.

4.5 Physical Security

A cryptographic module shall be cteslgned to employ physical securfty mechanisms in order to restrict
unauthorized physical access to the contents of the module and to deter unauthorized use or unauthorized
modification of the module (including substitution of the entire module) when Installed. The entire contents
of a cryptographic module, including all hardware, firmware, software and data (including plaintext crypto-
graphic keys and unprotected critical security parameters) shall be protected,

The physical security mechanisms employed by a cryptographic module depend largely on the
phystcal embodiment of the module. The physical security requirements are separated into three distinct
physical embodiments: single-chip modules, multiple-chip ambeddad modules, and multiple-chip stand
alone modules Table 2 wmmarizes the physical sacurity requirements for the three different physical emb-
odiments of a modu}e for each of the four security levels.

Depending on the security level of a cryptographic module, the physical security mechanisms may be
designed such that unauthorized attempts at access, use or modification will either have a high probability
of being detected subsequent to the attempt by leaving visible signs fi.e., tamper evident), or have a high
probability of being detected during the attempt (i.e., tamper detection) so that appropriate actions can be
taken by the module to protect itself (i e, tamper response), Generally s@ing, Security Level 1 simply
requires mtnimal physical protection through the use of production-grade enclosures, Security Level 2
requires the addition Of tampar evident counter measures, Security Level 3 requires the use of strong

Table 2 Summary of Physical Secudfy Requimmenfs

SYrl(?hCWP
MOdJes Embedded Modules San&be Mtxtdes

Pr~u@on.gm@r chfp (w?h Production-gr8de chip and Productiigrade-&ips, prtiuction
Securfi standard passivatlon)
Level 1

productkm-gmde nlt.rlh-c$lip grede mtdtwnp embdmem, and
ambodmrent production-gradeencbaure

Level ~ nrqumments Level 1 requtremenls Levd 1 ffXJUUfW@~k

.secunty Opaque tamperevident Opaque tamper Wenl Opaque andosure with mechan~~l
Level2 coating. coating. kxks or Iamper ewdent

seals br cuvefs and doors..

!mvels I and 2 requirements Levels 1 and 2 requwemenls Levels 1 and 2 requirements
Sacurrty Hard opaque tamperewdenl Hard opaque potting materkd, Hard opaque pott]ng rnaterm,
Level3 coatrng strong ncm-fernovebleerrwbsure, or string encboaure with tamper

or strong removable cover wtth response and ztwokatlon crrcuttry lor
rWTnWaldotoctlorr and zuoU@orl wvers and doors Prokted vents.
cmuttfy Protected vents

.—. —
Levels 1, 2 and 3 requirements Levels 1, 2. and 3 requirements Levels 1 2 and 3 requirements

%wrtj Hard opaque removal reswtanl Tamperdetectton envebpa Tamper detectlonhespcrnso
Level4 malmg. Withtarn~r responaaand envutope * zemtmtton mculm

EFPIEFTtoI temperature zerorzaiioncircurtry. EFPH7 EFP/EFT10Iternperat~reand
and vottaqe lo, iempwalure and vohage. voltage

-=. ..— . ,—
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enclosures with tamper detection and response counter n%msures
Level 4 raquires the use of strong enclosures with tampar detection
the entire enclosure.

for covers and doors.,
and response counter

Documentation shall include a complete specification of the physical embodiment and

and Securi?y
measures fur

security level
for which the physical security mechanisms of a cryptographic m&le are designed, as well as a com-

—

plete description of the applicable physical securii mechan!srns that are employed by the module.

4.5.1 Singtihip Cryptographic Modules

Single-chip cryptographic modules are implementations in which a single integrated circuit (IC) chip
may be used as a standalone device or may be physically embedded within some other module or
enclosure which may not be physically protected. SingI&chip modules include single [C chips, smart
cards with a single IC chip, and other systems that incorporate a single IC chip to implement cryptographic
functions. Because of its small size and its fabrication, a single chip has some inherent tamper resistance,
A few additional requirements provide reasonable physical security.

The folbwing requirement shall apply to a single< hip cryptographic module for Security Level 1

● The chip shall be of production-grade quality, which shali indude standard passivation techniques

(i.e., a sealing coat applied over the chip circuitry to protect it against environmental or other
physical damage).

SECURITr’ LEVEL 2

In addition to the Security Level 1 requirement, the following requirement shall apply to a single-chip
cryptocyaptnc ~ for Sem.nity Levet 2.

“ The chip shall be covered with an opaque tamper evrdertt coating (e.g., an opaque tamper evident
passivation material, or an opaque tamper evident material covering the passivatlon) to deter direct
observation, probing or manipulation of the SU%UX features of the chp. The material shall be
opaque within the visib{e spectrum,

SECURITY LEVEL 3

In addition to the requirements for SecurKy Levels 1 and 2, the following requirement shall also appty
to a single-chip cryptographic module for Security Level 3. ●

● A hard, opaque tamper evident coattng shall be used (e.g., a hard opaque eooxy Coverfr)g the

passwation)

In addition to the requfrermen!s tor Security Levels 1, 2, and 3, the following requirements shall also
apply to a single-chip cryptographic module tor Security Level 4.

“ A hard, opaque removal-resistant coating shal( be used The hardness and adhesion characteris-

tics of the material shall be such that attempting to peel or pry the material from the moaule wit!
have a high probability of resulting m serious damage to the modu)e (i e the module does not

Tunction), The solvency characteristics of the material shail be such that dissolving the material to
remove rf will have a high probability of dissolving or seriously damaging the tTICJd(.Jie

- The module shall either Include environmental failure protection (FFP) fealures or url(lergo environ
mental failure testing {EFT) as speclfled !n Sect~on 4.5 4



4.52 Mulliple-Chip Embedded Cryptographic EAodules

Wjltiple-chip embedded Ci_@jraphic rnccfuies m implemenhhons in which PYOor more iC {;tips are
ints~conr_r@3ed and are physically embedded w$thin some other module or Ondl>sure which rr)a~ not be

physically rmtected. ?Wttple-chip embedded cryptographic modules include adaptors and expansion
boards and other modules that are not single chips and are not contained within physically protected
stand-alone modules. Typical size and space constrmnts restrict the physical security mechanisms that can
be effectively employed

SECURITY LEVEL 1

The following requirements shall apply to a muffipie-chip embedded cryptograph~c module for %curity

Level 1.

+ The chips shall be of prochmhon-grade quality, which shall include standard passivation techniques

(i.e., a sealing coat applied over the chip circuihy to protect it against environmental or other’ phys-
ical damage).

J The module shall be implemented as a production-grade multiple-chip embodiment (i.e , an IC
printed circuit board, a ceramic substrate, etc )

SECURIW LEVEL 2

In addition to the requirements for Security Level 1 the foflowing requirement shall apply to a multmle-
chi; embedded cryptographic module for Security Level 2.

. The module shall be encapsulated within an opaque tamper evident material {e.g., conformaf coat-
ing, bleeding paint) in order lo prevent direct observation o? module components, and to provide
ewdence of attempts to tamper w~th or remove module components. The rwaierial shall be opaque
within the visible spectrum

SE[;UHtll’ LEVEL 3

In addition to the re~uirements for Security Levels 1 and 2, the tollowing requirements shall apply to

a rnuhple-chp embedded cryptographic module for security Lsvel 3.

> A hard opaque potting material (e g., a hard opaque epoxy)

-or-

The module Shail be contained within a strong non-removable enclosure The enclosure shall be
designed such that attempts to remove of penetrate it will have a htgh probabiMy of causing serious

damage to the module (I e the module does not function).

--Qr-

The mOdlJle shall be enclosed within a strong removable cover and shall Irwluoe tampe~ response

and zeroization circuit~ The circuitry shall continuously monitor the cover, and upon the removal
of the cover, shall immedmtely zerolze all plamtext cryptographic keys and other unprotected critical
security parameters The clrcuil~ st~ail rx cwtzwatlonal whenever pamlex[ cryotograpr]+c X+3YSor

(other unprotected cntlcal security parameters are contained within the module

q r-,
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● If the module IS contained within a cover or enckxure and if ttw cover or enclowre contains any
vontilatiorr holes or slits, then they shall be srnali and cor’rstruc~od in a manner that prevents unde-
Iectsd physical probing inside the enclosure (e. Q.l require at !ea.st one 90 degree bend or block
with a substantial biocking mabariaI)

SECURiTY LEVEL 4

In addition to the requirements for Security Levets 1, 2 and 3, the tcdlowing requirements shall also
apply

.

.

.

4.5.3

to a multiple-chip embedded cryptographic module for Security Level 4,

The contents of the module shall be completely contained within a tamper detection envelope

(e.g., a flexible mylar printed circuit with a serpentine geometric pattern of conductors or a wire-
wound package or a non-flexible, brittle circuit) which will detect tampering by means such as
drillin~, milling, grind~ng or dissolving of the potting material or cover,

The module shall contain tamper response and zeroization circuitry. The circuitry shall continuously
monitor the tamper detection envelope for tampering, and ulxm the detection of tampering, shaii
immediately zeroize all plaintext cryptographic keys and other unprotected critical seclJrity parame.
ters {see Seclion 4,8 5) The circuitry shall be operational whenever plalntext cryptographic keys or
other unprotected critical securrty parameters are contained within the cryptographic module

The module shall either include environmental failure protection (EFP) features or undergo environ-
mental failure testing (Em as specified in %ctiorr 4.5.4.

Mutttple-Chtp Samdalone Cryptographic Modules

Mutfipla-chip standalone c~tographic modules are implementations in which the entire enclosure IS
physically protectad. The modules may contain two or more K chips that are interconnect ted (e.g., an iC
printed circuit board or ceramic substrate), Typical size and space constraints may no longer restrict the
physical security mechanisms that can be effectively employed.

SECURIW LEVEL 1

The following requirements shall apply to a standalone cryptographic module for Security Level 1.

● The chips shalt be of production-grade quaftty, whkh shall indude standard passivation techniques
(i.e., a sealing coat applied over the chip circuitry to protect it against environmental or other
physical darnage).

● The circuitry within the module shall be implemented as a productmn-gracie rnultlple-chip embodi-
ment (1.e , an IC printed circuit board a ceramic substrate, etc.),

s The module shall be entirely contained within a metal or hard plastic production-grade enclosure,
which may include doors or removable covers.

SECURITY LEVEL 2

in additionto the reqummants br Security Level 1, the tallowing requirements shall also apply to a
standalone Cryptographic module tor Security Level 2,

“ The enclosure shall be opaque within the visible spectrum.

. If the enclosure includes any doors or removable covers, then e!thw ttiey shall be locked WIIh
pick-resistant mechanlca! locks that employ physical or logical Ke]~, c’ they ~hall be prolecle(~ VIZ

tamper ewdent seals (e g., evidence tape, holographic seals)

24
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in addih:m to the requirements for Security K.avels 1 and 2, the Iollowing ~~qulrernents shall also apply
r ~ standakme Cryptographic rrmauie tor SectJr~iy Level 3.

. The ~~uitichlp ernoocillment cf the circuitry within the module shall be encapsulated wlthln a hard

opaque potting material (e.g., a hard opaque epoxy). Tne material shall be opaaue within the visible
spectrum

_or-

o ‘The module shall be contained within a strong encJosure, The enclosure shall be designed such that
attempts to remove if will have a high probability of causing serious damage to the circuitry within
Ihe module (i.e., the module does not function). If the enclosure contains any removable covers or

doors, then the module shall contain tamper response and zeroization circuitry. The circuitry shall
contmllolJsly monitor the covers and doors, and upon the removal of a cover or the opening of a
door, shall immediately zeroize all plaintext cryptographic keys and other unprotected critical secw
rity parameters The circuitry shall be operational whenever plaintext cryptographic keys or other
unprotmtad Crihcal S13ClJ~l~ parameters are contamecf wtthm the cryptographic module

+ If the enclosure contafns any ventilation holes or shts, then they shall be small and constructed in

a manner that prevents undetected physical probing inside the enclosure (e.g , require al least one
90 degree bend or block with a substantial blocking material).

In addition to the requirements for Security Levels 1, 2 and 3, the following requirements shall also .
apmv to a standalone cry~tographic module for Security Level 4.

. The enclosure shall contain tamper detection mechanisms that prowde a tamper detection envel-
ope, SIJCh as cover switches (e.g., microswitches, magnetic l-tall effect switches, permanent magn-
etic actuators, etc ), motion detectors (e.g., ultrasonic, infrared, or microwave), or other tamper
detection mechanwn-s as described above for multiple-chip embedded modules These mecha-
nisms shall be designed to detect tampering by means such as cutthg, drilling, milling, grinding or

dissolving of the potting material or Paver.

● The module shall contain tamper response and zeroization ckcuky. The circuit~ shall continuously
monitor the tamper detectmn mechanisms for tampering, and upon the detection of tampering, shall
immediately zeroize all piaintext cryptographic keys and other unprotected critical security parame- .
ters The circuitry shall be operahorml whenever plaintext ctyptographlc keys or other unprotected
critical security parameters are contained within the cryptographic module.

● The module shall elthe.r mciude envlrmnrnental failure protection (EFP) features or undergo environ-
mental failure testtng (EIT) as specified m Section 4.54.

45.4 Environmental Failure Protection/Testing

Electronic devices and circuitry are designed to operate within a particular range of environmental con-
ditions If the devices or circuitry are operated outside of this mnge, their correct operahon IS not guararv
teed Deliberate or accidental excursions outside the specified normal operahng range can cause erratc

apcratmn or failure of the ele:lronl? LYeVICeSor clrswty within a c~otographlc module th,at ear) cornnmmlse
the security of the module In order to provtde reasonable assurance that the security of a cryp~ographlc

module cannot he compromised by enwronmenial condltlons, tt{e module may either
fal tail~~re prolectlorl (EFPI features or ur~dergo enwronmenta~ failule testing KFT)

employ enwronmen.
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!:or Security Levels 1, 2, and 3, a cryptographic module IS not required to employ environmental
fa~}ure protection (,EFP) features nor undergo env;mnrnental faiiure testing (E17_), At Security Level 4, a
crypto$yaphtc rnoctule shall either employ environmental failure protection (EFP) teatures or undergo envi-
ronmental failure testing (EFT).

4.5.4.7 Environmental Failure Protection Foaiuros {A/twnathe 1)

Environmental failure protection (EFP) features shafl be designed to protect a cryptographic module
against unusual environmental conditions or fluctuations (accidental or induced) outside of the module’s
normal operating range that can compromise the security Of the module, In particular, the module shall

monitor and correctly respond to fluctuations in the operating temperature and voltage outside of a mod-
ule’s specified normal operating ranges.

The protection features shatl involve additional electronic circuitry or devices that shall continuously
measure these environmental conditions. ff a ccmrjitii is determined to be outside of the module’s normal
operating range, the protection circuitry shall either (1) shutdown the module to prevent ff from operating
outside the normal range, or (2) immactiatety zerdze all platntext cryptographic keys arid other unpr~
meted critical security parameters. Documentation shall prwvide a mmplete spacifkatii and description
of the environmental failure protactiofi features empioyed within a module

4.5.4.2 Erwironmentai Faiiura Tmsthg P--8 {Akwmtk 2)

Environmental failure testing shall involve a combination of anatysis, simulation, and testing of a
cryptographic module in order to give a reasonable guarantee that environmental conditions or fluctua-
tions (emident at or irrduc@) outside the moctufe’s normal operating range wfl! not resutt in the compro-
mise of the security of the rnoduie. The manufacturer of a module shall perform the required testing and
shall provide documentation that completely spedies the nature of the environmental failure tests par-
tormed and the results of those tests,

!n particular, environmental faiiure testing shall show that varying the operating temperature and
voltage outside of a cryptographic module’s specified normal operating ranges does not cause electronic
devices or circuitry within the module to fail in a manner that can compromise the security of the module,
The temperature range to be tested shall be from -100 to + 200 degrees Celsius. The voltage range to be
tested shall be ?rom the smallest negative voltage (with respect to ground) which causes the destruction of
the electronic devices or circuitry, to the smallest positive voftage (with respect to ground) which causes
the destruction of the electronic devices or circuitry, irduding reversing the polarity of the voltages, The

module WI be subjected to excursions outside its specffierd normal operating range while being operated
m a normal manner. The electronic devices or circuitry may fail at any point outside the normal operating

ranges, but at no time shaii the security of the rnodde be compromised. If at any time during the test, the
security of the module is compromised due to the faiiure of electronic circuitry or devices, then the design
of the electronic circuitry or devices shall be corrected and the moctuie shall be retested.

4,,6 Software Security

The foliowing software security requirements shall apply to all software and firmware contained within
a cryptographic module, These requirements do not apply to microcode or system software whose source
code is not available to the module manufacturer. These requirements do not apply to any software or
fwmware thal Mn be shown not to affect the security of the module, Documentation shall Identify any

xdtwam or firmware that is excluded from the software security requirements and explain the raltonale for
tha exclusion,

SECl~RITY LEVELS 1 AND 2

The following requirements shall ap~ly for Security Levels 1 and z

‘ Documerrtat]on shall mciude a detailed descnpt)on of the desqn of the software within the module
(e ~ the flnitp $fat~ rnachlv~ sppclflrMlOr_! required In Se CilOn ~ ~!
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, Documentation shall include a detailed explanation of the correspondence betwmn the design of
the wttware and the cryptographic module ser;udiy policy (i e,, Ihe rules of operation as docu-
mented per the requirements of %@on 4,1 ) (%wxtty Levels 1, ‘2, and 3 only).

. Documentation sMI include a colnp!ete source code Iktkrg for all software contained within the

module. For each so[~are module, software function and software procedure, the source code list-
ing shall be annotated with comments that c!earty depict the relatwnship of these software entities
to the design of the software.

SECURITY LEVEL 3

in addition to the applicable requirements for Security Levels 1 and 2, the following requirement shall
apply for Security Level 3.

● All software within a cryptographic module shall be implemented using a high-level language, ex-
cept that the limited use of low-level ianguages (e,g., assembiy languages) is allowed when it is
essential to the performance of the moduie or when a high-level ianguage is not available.

SECURITY iXVEL 4

In addition to the applicable requirements for Security Levels 1, 2 and 3, the following requirements
shall apply for Security Level 4.

“ Documentation shail inciude a specrfahon of a formal model (i.e., a precise matnernatical state-
ment) of the cryptographic module semrity policy (Le., tbe security rules under which the rnoduie
must operate) as documented per the requirements of Section 4.1. The formal mociei shail be spect-
fied using a formal specification language that is a rigorous notation based on established mathe-
matics, such as first order logic or set theory. Exam@es include, but are not limited to INAJO,
GYPSY, VDM, Z, LOTOS, EHDM and ESTELLE.

. Mcumcjntation shall inciude a detalied explanation (Informal proof) of the correspondence between

the formal modei and the cryptographic moduie securfty policy.

● i%reach edtware moduk, software hmction mndedtware ~e, tb 00WW oode &sting sheli
be annotated with comments that clearly specify (1) the pr~nditions required upon entry into the
moduie, functbn or procedure in oraer for it to execute oorrectiy, and (2) the post-conditions arx-
pected to be true when execution of the modde, function or procedure IS complete These condi-
tions may be specified using any notation that is sufficiently detaiied to completely and
unambiguously expiam the behawor of a module, function or procedure. While a mechanically

checked proof IS not required, it shail be possibie to prove from the pre- and post-conditions that
a module, function or procedure is mnsktent wfth the formal model.

M Documentation shall include a detailed explanation [informal proof) lof the correspondence betwr?en

the software design (as reflected by the pre- and post-condihon annotations) and the formal model.

RECOMMENDED SOFTWARE DEVELOPMENT PRACTICES

● It !s htghly recommended that all software within a cryptographic moduie be Impiernented using the

set of recommended software development practices iisted in Appendix B These practices will fa
cilitate the analysis of the software for conformance to the requirements of this standard, and wll~
reduce the chances of prograrnrmlnr.j errors

4.7 Operating System Security

The operating system requmemenls m this section shail apply to a cryptographic module only if irk

module provides a means whereby an operator can ioad and execute software or hrmware that wa~ ‘mt

~ncluded as parl of the ualldatlon of the mndule
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An example of a cryptographic mod de for wh~ch the operating system requirements apply is a crypto-
grapi?ic moduie which is a general purpose computer mnning cryptographic software as well as untrusted
user-supplied software (e. g., a spreadsheet or wore! procesdnff program). In this case, the hardware,

operating system and cryptographic sottware are consuhred part of the cryptograph~c module, ano hence,
ths operating system requirements apply.

SECURl~ LEVEL 1

For Security Level 1, the iollowing requirements apply, Note that as a consequence of these require-
ments, multi-user, rnultl-processing operating systems are explicitly excluded from Security Level 1, and
hence, must satisfy the requirements for Security Levels 2, 3 or 4.

- All cryptographic software shall be installed only as executable code in order to discourage scrutiny
and modification by users.

● A cryptographic mechanism using a FIPS approved authentication technique (e.g., the computa-
tion and verification of a data authentication code or NIST digital signature algorithm) shall be ap-
phed to the cryptographic software within the cryptographic module This cryptographic
mechanism requirement may be incorporated as part of the Software/Firmware Test (Section
4,11.1 ) If a FIPS approved authentication technique is employed for that test.

. Use of the cryptographic module shall be hmited to a single user at a time (Security Level 1 only),

. Use of the cryptographic module shell be dedicated to the cryptographic process during the time
the cryptographic process is in we (Security Level 1 only).

SECURtlY LEVEL 2

In addition to the applicable requirements for Security Level 1, the following requirements shall also
apcdy for Security Level 2,

. All cryptographic software, cryptographic keys and other critical security parameters, and control
and st’atm mbmabon shall be uWer the mntrd of an operating system that provfdes controkd
access protectbr (i.e., C2 protection in accordance with the Trusted Computer System Evaluation
Criteria (TCSEC), or FIPS approved equivalent). Onty operating systems that have been evaluated
by a NIST accredfied evahatiin wtfwity and against a FIPS approved criteria shall be used. (Se-
curity Level 2 only),

. The discretionary access control mechanisms provided by a C2 or equivalent operating system
shall be employed to protect all plaintexf data, cryptographic software, cryptographic keys, aut hen-
Wahon data, and other critical security pamrnetem from rmauthonzed access, per the following

reuuvements,

1. The operating system shall prowde the capability to specify a set of operators who can execute

cry~tographlc program images contained on the cryptographic module’s secondary storage

2 The operating system shall provide the capability to specify a separate set of operators for each
of the following cryptographic module software components, such that only elements within
that component’s set can rnodily (i.e., write, replace delete) entities within that component

cryptographic program ma~es on second&uy storage
— cryptographic data (e g., cryptographic keys, audit data) stored on secondav storage
— cryptographic data (e. g., cryptograph~c keys, audit data) stored m computer memory

other cntwal securty parameters stored on secondary slorage
other crltcal securNy parameters contamct in computer memory
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cperatcm and executing pro.
loaded and executing crypto

graphic program images). Exacuting processes, In this case, means all nonoperating system
(! e., all operator Intttate@ prncesses, c~og-raphic or not.

3 The operating system shall provide the capability to specify a separate set of operators and
cryptographic processes tor each of the followlng cryptographic module software components,
such that only elements within a given component’s set can read entities within that compo-
nent:

cryptographic data (e.g., cryptographic keys, audit data) stored orI secondary storage
-. cryptographic data (e. g. cryptographic keys, audit data) stored in computer memory

other critical secwii parameters stored on secondary storage
other critical security parameters contained in computer memory
plaintexl data stored either within the module’s memory or on secondvy storage

The operating system shall provide the capability to prevent all operators and processes from
reacting the following cryptographic module XJftware components:

-, cryptographic program images contained on secondary storage
executing cryptographic progmm images

4 The operating system shall provide the capabihty to specify a set of operators who are autho-
rized to enter cryptographic keys and other critical security parameters.

SECURITY LEVEL 3

In addition to the apphcable requirements for Security Levels 1 and 2, the following requirements shall

also q@ytOr SecurRy Leved3.

$ AN cryptographic softw%we, cqrptographic keys and other critical sacunty parameters control and
status information shall be !abeHed and under the control of an operating system that provides la-
Mkd prolect;on (i.e., B1 protection in accordance with the Trusted Computer System Evaluation
Criteria (TCSEC), or FIPS approved equivalent). Only operating systems that have been evaluated
by a N!ST accredited evaluation authority and against a FIPS approved criteria shall be used

s AM my@ogm@ic keys, auttmntrcation data, other critkat security pamrmters, control inputs and

status outputs shall be communicated only via a trusted mechanism (e g., a dedicated 1/0 pofl or
a trusted path). When a trusted path is used, the trusted computing base (TCB) of the operating
system shall support the trusted path between itself and the operators for use when a positive TCB-
to-operator connection IS reQUired. Communications via this trusted path shall be actwated exclu-
sively by an operator or the TCB and shall be Ioglcally isolated and unmistakably distinguishable
from other paths

. The operating system shall provide the capabWty to audit the entry of cryptographic keys, other
critical security parameters, and controt inputs and status outputs.

SECURITY LEVEL 4

In acid~tmn to the appkable requirements for %cunty Levels 1, 2 and 3, the iollowmg requm?rnents

shall also apply for Security Level 4

‘ All cryptographic software, cryptographic keys and other critical security parameters, control and

status inforrnatmn shall be Iabellecl and under the contrcd of an operating system that prowdes srmc-
Wed prok?ctton (I.e., E!2 protection m accordance with the Trusted Computer System Evaluation

Cnterta (TCSEC), or FIPS approved equwaient). Only operating systems that have been evaluated
b> a NIST accredited evatuatmn authr.mfy and against a FIPS approved critprla shall be L~~~d

?g
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4,8 Cryptographic Key Management

Cryptographic key management is concerned with the entire life cycle of the cryptographic keys em@-

@ * a crypwamc-~- semni?y system, inobdhg their generation, distributicm, why etnd use,
storage, destruction and archiving. Cryptography may play an important role in key management, A cryp-
tographic module will not onty have tts own key management requirements, but may S!SObe utilized as part
of the key management pnxess tor another cryptographic module or cryptographic-based security system.

Key management is required for all cryptographic modules, whether the module implements a secret
key (symmetric) algorithm or a public key (asymmetric) algortthm. Secret keys and private keys shall be
protected from unauthorized disclosure, rnodlfication and substitution, Public keys shall be protected

against unauthorized modification and substitution.

4.8.1 Key Generation

A cryptographic module may optionally implement an internal key generation function. The module
stralf implement a FIPS approved key generation algorlthm, Documentation shalt specity the FIPS approved
key generation algorithm that Is Implemented by the module.

When a random number generator is used in the key generation process, all values shall be generated
randomty or pseud~randomly such that all possible combinations of bits and aft ~ssibfe values are aqudy
likely to be generated. A seed key, if used, shall be errtemd in the same manner es cryptographic keys (see
Section 4.8.3). Intermediate key generation states md values shall not be accessible outside of the module
in plamtext or otherwise unprotected form,

4.8.2 Key Distribution

Key distribution may be performed by manual methods, automated methods, or a combination of au-
tomated and manual methods, A cryptographic module shal! implement FIPS approved key distribution
techniques (e.g., FIPS 171 – Key Management Using ANSI X9.17). Until such time as a FIPS approved pub-
lic key-based key distribution technique is estaLMshed, commerdsdly available pubfic key methods maybe
used. Dmumentation shell specity the key distribution techniques that are implemented by the module.

4.8.3 Key Entry and Output

ManuaU@istributed ayptographk keys may be entew! into or output from a cryptograpluc rnodu!e
either by purefy manual methods (e.g., via a keyboard, rotary switches, thumbwheels, or LCD displays) or
by electronic methods (e.g., via memory cards/tokens such as magnetic-striped cards and integrated circuit
(IC) chip devices, smarl cardtiokens, or other electronic key loaders).

Manually-entered cryptographic keys (keys entered using manual methods) shall be verified during
entry Into a cryptographic module far accuracy using the manual key entry test specified m Section 4.11.2.
During key entry, keys and key components may be temporality dlsplayeu to allow visual venficatmn arm
to Improve accuracy. When encrypted keys or key cornpments are entered, the resulting plemtext secret
or private keys shall not be displayed.

A means shall be providecl to ensure that a key entered into or output trom a module is associated with
the correct entities (le., person, group, or process) to which the key IS assigned

SECURIT1’ LEVELS 1 AND 2

For Security Levels 1 and 2, when manually~istributed secret keys or private keys am entered tnto or
output from a cryptographic module they may be entered or output as plamtext keys Ophonaily, the keys

may b entered or outpul either (1) in encrypted form, m (2) under split knowledge procedures (i.e., as two
or more plamtext key components), as requued bek)w for Security Levels 3 and 4. Electro:mxdiy distributed

secret and private keys shall be entered and output in encrypted term

—
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SE~-’URi~ LEVELS 3 AND 4

i% s~ldl iiy Levels 3 and 4, KV3W811Y-4 $tributed secret arid prhrate keys shall not be ertttmrd into or

~>M?ut trom a myptograpiwc modu+e In P&W@ kmn. When mant]altydtstrlbul~d secret or private keys me
entered into or output from a cryptographic module, they shall be entered or c@ut either (1) in encrypted
fmn, or (2) using split knowledge procedures (i e., as two or more plalntext key components). When a
secret key or private key is entered or output under split knowledge procedures, the module shall provide
the capability tc separately authenticate the operator for each key component Furthermore, the key com-

ponents shail be entered directly into the cryptographic module or output directty from the cryptographic
module (e.g., via a trusted path or directly attached cable), without traveling through any enclosing or inter-

vening systems where the components could be stored, combined, or otherwise processed. Electronically
distributed secret and private keys shall be entered and output in encrypted form

4.3.4 Key Storage

When contained within a cryptographic module, secret arm private keys may be stored in plaintext
tot m These phinta,ti keys shall not be accessible from outside the mochde.

A means shall be provided to ensure that aJl keys are associated with the correct entities (i,e ~,person,
group, or process) to which the keys are assigned,

4.8,5 Key Destruction

A crypt~aphic module shall provide the capability to zemize all piamtext cryptographic keys and other
unprotected crftica! securtty parameters within the module. Zeroization of cryptograph~c keys and other
critical security parameters is not required if the keys and parameters are either encrypted or othenwse

physically or bgicalty protected (e g., contained within an additional embedded FIPS 1401 cryptographic
module).

4.8.6 Key Archwing

A cryptographic rnoduie optionally may output keys for archiving purposes. Keys output for archiving
shali be encrypted.

4.9 Cryptographic Algorithms

Cryptographic moduies shall employ FIPS approved cryptographic algorithms

4.10 Electromagnetic Interference/Electromagnetic Compatibility (EM1/ENIC)

Radios shali meet ail apphcable FCC requirements. Ail other moduies shali meet the fohwlng requlre-
merrts TEMPEST protection IS not required by, and IS beyond the scope of, lhis standard

SECURITY LEVELS 1 AND 2

For Security Leveis 1 and 2, a cryptographic moduie shali, at a minimum, conform to the EMVEMC

feqlJlrements specified by FCC Part 15, Subpart J, Class A (i.e., for business use)

SECURfm LEVELS 3 AND 4

For Security Leveis 3 and 4, a cryptographic module shal[, at a muwmum, conform to the EMVEMC

equ~rement.s specifwd by FCC Part 15, Subpart J, Glass B (le., tor home use),

:i 1
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~, ‘1“j Self-lests

A myptographlc module shall be able to perform self-tests in order to ensure that the modu!e !s func-
ttonmg properfy, Certa}n setff-t@s shaH be pedormed when the module ts powered up (I.e., Power-Up
Tests). C?ther self-tests shall be parformtd under various conditions, typicatly when a particular function or
operation is performed (I ,e., Conditional Tests). A module may optionally perform other seff-tests in addition
to the tests specified in this standard.

Whenever a cryptographic module fails a self-test, the module shall enter an error state and output an
error indicator via the status interface, The module shall not perform any cryptographic operations while in
the error state and no data shall be output via the data output interface while the error condition exists. Each

possible error condition shall be documented along witn the conditions and actions necessary to clear the
error and resume normal operation (possibly to including maintenance, servicing or repair of the module)

4.11,1 Power-Up Tests

After a cryptographic module is powered up, the module shall enter the self-test state and perform all
of the following tests. The tests shall not require operator intervention in order to run, ff all of the tests are
passed successfully, such an indication shall be output wa the “status output” intertace. All data output via
the output interface shall be inhib~ed when these tests are performed. The module shall provrde a means
to initiate the tests on demand for penodIc testing of the module

Cryptographic a/gorithm tesf. The cryptographic algorithm shall be tested by operating the algorithm
on data for which the correct output is already known (i.e., a “known-answer” test). The test is passed if

the calculated output equals the previously generated output (the known answer). A known answer test
shall be run for each cryptographic function (e.g., encryption, decryption, authentication) that is impb
rnented Message digest algorithms shaft either have an independent known-answer test or shall be in-
cluded in the known-answer tesf of the cryptographic algorithm in which they are included (e.g., a digital
signature algorithm)

A cryptographic module may omit the cryptographic algorithm test tf the module includes two indepen-
dent cryptographic algorithm implementations whose output are mntinualty compared in order to ensure
the correct furmticmmg d the wy@gra@ic algortthm. Whenever the output of the two im@mw@ons ~
not equal, the module shall enter an error state and output an error indicator via the status interface.

.Software/hrrnware test. An error detection code (EDC) or FIPS approved authentication technique
(e.g., the computation and verification of a data authentication code or NIST digital signature algorithm)
shall be applied to all validated software and firmware residing in the modute (e.g., within EEPROM and
RAM), This error detection code, data authentication code, or digital signature shall then be verified when
the power-up tests are run. Software and firmware that has been validated by the FIPS 1401 Validation
Program IS ~nsldered tO tM vaildat% software and firmware.

~rltlca! functions ~e~f, N other functions that are crrtlcd to the secure operation of the module and

can be tested as part of the power-up tests shall be tested Documentation shall provide a complete speci-
fication of all cntcal functions, and the nature of the power-up self-tests designed to test those functions.
Other cnt}cal funchons that are performed under certain specthc conditions are tesled as pari of the crxrcii-

tional tests.

r

.stah.stlcal random number generator tests. Cryptographic modules that implement a random or

pseudo random number generator shall Incorporate the capabilty to perform statistical tests for random-
ness FW Leve15 1 and 2, the tests are not requmd For Level 3, the Ies!s shaH be cetleble upon demand
For level 4, the tests shall be performed at power-up and shall also be callable upon demand. The tests
specifmci below are recommended. tiowever, alternative tests which provide equivalent or superior ran-
domr?e.s$ checking may be substituted
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““a &fon&;t ‘?3s/,.

1. Cou,t the numbe~ ,jf cries in the X),WK) M strewn. Denote this q’mthy by X.

2. The t~st is PSSSf3d it 9,6&l ~ X < 10,346

The Poker Test

1. Divide the 20,000 bit sbeam into 5,000 contiguous 4 M segments, Count and store the number
of occurrences of each of tha 16 possible 4 bit values. Denote /(/) as the number of each 4 bit value i where
Os/<15.

2, Evaluate the following

\ ff-o

3. The test ?s passed if 103 < X < 574

The Runs Test

1 A run is defined as a maximal sequence of consecutwe bits of either all ones or all zeros, which
is part of the 20,000 bit sample stream. The mctdences of runs (for both consecutive zeros and consecutive
ones) of all lengths (~ 1) in the sample stream should be counted and stored

2. The te$~ IS passed [tthe number cd funs that occur (of lengths 1 through 6) is each within the
corresponding Interval speci&d below. This must hdd for both the zeros and ones; that is, aft 12 counts
must lie in the specified interval. For the purpose of this test, runs of greater than 6 are considered to be
of length 6.

length of RUJ3 Requm Interval

1 2,2$7 -2,7X3

2 I ~7*1 ,421

3 502-748

4 223-402

5 90-223

6+ 90-223

—- .—

The Long Rw! 76’s(

1. A Ionq run IS defined to be a run of length 34 or

2 01 t tiw sample of 2U,000 b@., the test IS passed

more (of either zeros or ones)

if there are NO iong runs
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‘ ‘: 1.2 Condhnd 7est8).’

The followinq tests shall be per formed under ?he ~nditi~ns specified for each test:

Pair-wise comistency test (for public and private keys). Cryptographic modules that generate public
and private ksys shall test the keys for pair-wise insistency. For example, if the keys can be used to

perform inverse operations, then one key (the public) shall be applied to a plaintext value, and the
resufting cdphertext shall be compared to the original plaintext to verify that the application of the key
dkf not resuf? in the original plalntext (Le., the Identtty mapping). ff the two values are equal, then the
test shall be failed. Then, the other key (the private) shal be applied to the ciphertext and the resuft shafl

be compared to the original plahtext. If the two vahes are not equal, then the test shall be tailed. tf the
keys we to be used onty for the calculation and verification of digital signatures, then the consistency
of the keys shall be tested by the calculation and verification of a signature.

SolYwam/ftnrnvare bad test, A cryptographic mechanism using a FIPS approved authentication tech-
nique (e.g., a data authentication code or NIST digital signature algorithm) shall be applied to all vali-
dated software and firmware that can be externally loaded into a cryptographic module. This test shaft
verify the data authentication code or digital signature whenever the software or firmware is ex-terrdfy
loaded into the module, software and firmware that has been valicfated by the FIPS 140-1 Validation

Program is considered to be validated software and firmware.

Manua/ key entry test. When cryptographic keys or key components are manually entered into a cryp
tographic module, the keys shall have an error detection code (e.g., a parity check value) or shall use
dupli@e errtries m order to verify the accuracy of !ha entered keys. A cryptographic module shaIf varify
the error detection code or duptrcate entries and provide an indication of the success or fatlure of the
entry process.

Continuous random number generator test. Cryptographic modules that implement a random or
pseudorandom number generator shall test the generator for failure to a constant vaiue, If the generator
moduces blocks of n bits, where n > 15, the first block generated after power-up shall not be used,
but shall be saved for corn@ son with the next Mock to be generated. Upon each subsequent gener-
ation, the newly generated bfock is compared with the previously generated block The test fails if the
two compared Mocks are equal. ff each call to the generator produces fwer than 16 bits, then the M
n bits generated after power-up, for some n > 15, shall not be used, but shall be saved for comparison
with the next n generated bits. Each subsequent generation of n bits shall be compared with the pre-
vio@y generated n bits. The test fails if two compared n-bit sequences are equal.
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APPENDIX A: SUMMARY OF DOCUMENTATION REQUIREMENTS

‘I_hi$ au:pendix is pm/!ded for intofm:~ticmal purpcsvs cmly, and is not a part of ti ,s standard

The Wowing check listsummarizes the documen..]hm? requirements of this .standwd. The FIPS 140.1
validation procedures Inay require additional documentatirm. Aft documentation shall be provided to the
validaticm facility by the manufacturer of a cryptographic module Requirements for user documentation are
beyond the scope of this standard, however, copies of the user and installation manuals shall also be pro-
vided to the validation facdity

CRYPTOGRAP1-tlC MODULES

[1

[1

[1

[1

Specification of the hardware, software and firmware components of a cryptographic module, the cryp-
tographic boundary surrounding these components, and the physical configuration of the module

Block diagrwn depicting al} of the major hardware components of the module and their intercorrnec-
tions, including any microprocessors, input/output buftars, plaintext/ciphertext buffers, control buffers,
key storage, working memory, and program memory

Specificatmn of any hardware, software or firmware components of a module that are excluded trom
the security requirements of this standard, and an explanation of the rationale for the exclusion,

Specification of the cryptographic module security pohcy, i.e., the security rules under which a module
must operate, Including the secunfy rules derwed from the security requirements of this standard and
the securii rules demred from any additional secudy requirements imposed by the manufacturer

MODULE INTERFACES

,..
SpmkaWn ofthe mterhwes ofa cryptogmphic rnoAte, kduding any physical of iogcai ports, phys
ical covers. or doors, manual or logtcal controls, physical or logical status mdlcators, and their physical,

logical, or electrfcd ckractensk.s,

Specification of the set of authorized maintenance procedures for the module.

Specification of the defined input and output data paths.

ES AND SERVtCES

[ ] Specification of all of the authorized roles supported by the module.

[ ] Specification of each of the authorized services, operations, and functions that can be performed with
the module. For each seivice, tine sewice inputs, corresfwnding service outputs, and ihe authorized
role (or set of roles) in which the service can be performed, shall be specified.

FINITE STATE MACHINE MODEL

[ ] SP~cation and des~ption of all states of the module and of a!! the corresponding state transitions.
The descriptions of the state transitions shall inciude the internal module conditions, data inputs and

control inputs that cause transitions from one state to another, and shall Include the internal module
concfitirms, data outputs and status outputs resulting from transltmns trom one state to another

[ ] Finite state diagrams in suftment detail to assure the verification of conformance to this standard

PHYSICAL SECURITY

/ } .Specificatlon of the physical embodfmenf and security ievel t[~r whmh the phys!cal securtty mecha-
nisms of a cryptographic module are designed, and a descrlpt!or’ c! the appl!can!e physical security
mechanisms that are mnployeci b} the module
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[ ] Spedfioation and description d the environmental felha protection !satures employed within a mod
de, or of the environinental failure tesm pf?rtormed arid the resutts o! those tests. (Security Level 4).

SORWARE SECURITY

Spectkation of any software or firmware that is excluded from the software security requirements, arad
explanation of the rationale for the exctusion.

Detailed description cf the design of the software within the module (e.g., the finite state machine
model specification).

Detailed explanation of the correspondence between the design of the software and the cryptographic
module security policy (i.e., the ruies of operation). (Security Levels 1 and 2 onty).

Complete source code listing for at} software contained within the module. For each software module,
software function and software prooedure, the source code listing shall be annotated with mmrnents
that dearly depict the reiatkmship of these software mtitias to the design of the sdtware.

Specification of a forrrd model (i .e , a precise mathematical statement) of the cryptographic module
security policy (i.e., the security rules under which the module must operate) as documented per the
requirements of -ion 4.1). The torrnal model shatl be specified using a formal spectfkatiin
language that is a rigorous notation based on established mathematics, such as first order logic or set
theory. Examples include, but are not limited, INAIO, GYPSY, VDM, Z, LOTOS, EHDM and ESTELLE.
(Security Level 4).

Detailed explanation (intormal proof’) of the correspondence between the formal model and the cryp

tographic module security policy. (Security Level 4).

Annotations in the source code listing for each software module, software function and software prc

C&W, ciewfy@eC#yhg (v)thepmeWMWS ~W~~~~,W*nor~
cedure in order for it to execute correctty, and (2) the post~nditions expected to be true when
execution of the module, function or procedure is complete. These conditions may be spedfied using
any notation that is sufficiently detailed to completely and unambiguously explain the behavior of a

module, function or procedure. (Security Laval 4).

Detailed explanation (informal proof) of the correspondence between the software design (as reflected
by the pm- and post-condition annotations) and the formal model. (Security Level 4).

KEY MANAGEMENT

[ ] SpecificAon of the FIPS approved key generation procedures that are implemented by the rnoduk.

[ ] Specifkation of the FIPS approved key clistrfbwhon techniques that are implemented by the module

CRYPTOGRAPHIC ALGOFtiTHMS

[ ] Specification of the FIPS approved cryptographic algorithms that are implemented by the module.

SELF-TESTS

[ ] Specification of each possible error condition, including the condihons and actions necessary to clear
the error and resume normal operation (rrossibly to include maintenance, servicing or repair of the
module),

[ ] Specification of all critical hJnctions and the nature of the power-up self-tests designed to test those

functions
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.4PPENDIX B: RECOMMENDED SO, TWARE RWELOPMENT PRACTlC~5

I_his appendix :s ornvided t> Ii hwnationel pu{pases onjy, ard h not a p:id of this standarl~

[he following programming wci ~niques should be used to f.wili!ate analysis of Ihe progran’!, and to

red~ce the chancre of programming errors, Deviations from the~s practices may ~e appropriate k some
instances,

*

.

●

✎

e

.

.

,

.

.

.

.

*

Each variable should have an associated comment that gives the range of allowable values for the
variable, If the range is unrestricted, this should be noted.

Each procedure should have only one entry point, Each procedure should have at most two exit points,

one for error exits and one for normal exits,

Control ffow within a procedure should be defined using onty the foflowing constructs: sequence, if-
then-else, while-do, case, repsat-unti[, for, and other structured loop constructs

Dala should be cmmnumcated between procedures through the use of argument lists and/m explicrt
return values, Global variables should not be used except where necessary for the fmplementatmn of

an abstract data type

Modules (which consist of data plus one or more associated procedures) should be constructed ac-

cording to the principle of encapsulationfinforrnation-hiding.

Each loop should be preceded by a convincing argument (as a comment) that termination IS guaran-

teed.

Each procedure should perform only a single. well-defined function.

Each procedure should be preceded by a comment axpfainin~ the function performed by the proce-
dl.l?e.

Floating point comparisons slm.ttd not be used.

Where possible, variable names should be used m oniy one context within the same procedure.

Equivalence of variables should not be used to permit muftipte memory usage for confecting purposes.

I&m entry to a procedure, input parameters should be checked tor appropriate values where possible

The software should be hierarchically structured as a series cd layers

ASSEMBLY LANGUAGE

The following additional programming practices should be used when the Implemenlatlon {s (r-lassem-

bly

.

●

●

.

.

language. Deviations horn these practices may be appropriate in some instances.

Aft code should be posltlon Independent, except where appropriate security concerns, eftlr~lency or
hardware constraints requwe posiiion dependency.

All register references should use syrnbohc regwler names.

Self-modifying code should not be used

W procedures should be respmwble for saving and restoring thf2 contents of any register whll:~l IS l~sed

within the pfomdure,

~ontr~l (ransfpr lnst~uctl~ns sholtl~ n~f use n~j~erlc llter~;~

~,l~h Unl! ShO(Jk! ~~)niti!i+~,n ~~~p)~n!~ fl~~crl~~lftg reg!ste: dsf: !rl !IIC L!rllt

7 “?
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